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There is an increasing need for ranked and “best match”
queries, in particular the top-k query: Finding the k closest
matches to a query “point”. Top-k queries are particularly
relevant when dealing with privacy-sensitive information.
For example, proﬁling has potential anti-terrorism applications (e.g., ﬁnding visa applicants who are likely terrorists).
Proﬁles rarely match individuals exactly - a prime example
of the need for similarity or best match queries. However,
proﬁles often match innocent people (or transactions), subjecting them to unwarranted scrutiny.
By stripping a top-k query to its minimum – disclosing
only an unranked set of k matches – we meet the goals of
the top-k query while maintaining the privacy concept of
k-anonymity[5]. In the context of proﬁling, k-anonymity
requires that any individual that “matches” be indistinguishable from at least k − 1 other individuals – in other words,
all k would match. If k is large enough, then any use of the
results will have to assume that most of the k are innocent
(or good credit risks, or ...), and individuals will not be mistreated simply because they match the proﬁle. We present
an algorithm that meets the above privacy constraints in a
distributed setting: Different sites have different attributes
for each individual, and must not disclose individual information other than that inherently revealed by the top-k result.
Distributed processing of top-k queries in the absence of
privacy concerns has been addressed. Fagin observed that
if each site produces a list of its closest objects, and the
lists have k items in common, then the union of the lists is
guaranteed to contain the top-k. He used this observation to
develop an algorithm that can work with O(k) communication cost [3], although worst case could be O(n).1
Our basic idea is to replicate Fagin’s algorithm, while
limiting disclosure to that inherently required to meet the
efﬁciency goals of the algorithm. For example, if a site is
required to test an object that is not close locally, it learns
that this object must be somewhat close at another site –
1 To see the inherent difﬁculty of this problem, assume an object is close
at most sites, but the farthest object at one site. The total distance could
place it in the top-k, but the one site would not expect this.

preventing this disclosure would require testing items that
Fagin’s algorithm would not, hurting efﬁciency. This disclosure is unlikely to raise privacy issues, and enables an
algorithm whose typical cost is in terms of k rather than n.
Although omitted due to space constraints, we have proven
the disclosure properties of our algorithm under the semihonest model, and shown somewhat stronger results assuming non-collusion of dishonest parties.

1. Algorithm
We follow the basic structure of Fagin’s A0 algorithm[3].
The A0 algorithm consists of 3 basic phases:
Sorted access phase: Each site i is accessed under sorted
access, such that it starts outputting the graded tuples ordered on the local grade. This phase continues until there
are at least k common objects in the output of all of the
subsystems/sites. (i.e., the idea is to locally query and obtain sorted objects from each site until there are at least k
common objects from all sites). Formally, if we
 represent
the local set at site i as Oi , we continue until | i Oi | ≥ k.
Under a monotone grading function, the top-k objects are
guaranteed to be within the union of all the objects [3].
The key to privacy is that everything
in this phase is done

locally except for testing if | i Oi | ≥ k. The cardinality of
set intersection protocol of [6], this check can be performed
without any site disclosing local IDs.
Random access phase: For each object seen in the sorted
access phase (i.e., ∀o ∈ i Oi ), each subsystem randomly
accesses its database to ﬁnd the local score of that object.
 Using the protocol of [4] we can compute the union
i Oi without revealing the sets Oi . While this does reveal objects not in the top-k, by increasing the candidate set
of the previous phase in blocks of size k, we ensure that the
disclosed objects are protected under k-anonymity privacy
standards. Computing the local scores involve no disclosure, and thus no privacy loss.
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Computation
 phase: Compute the global score for each
object in i Oi . The top-k objects from this list are the
required top-k objects.
The key to performing this phase while preserving privacy is to ﬁrst sum the local distances so that two sites hold
(random) shares of the global scores: For each object, each
site j chooses a random rj , and sends score(j) + rj to one
site and −rj to the other. These sites ﬁnd a distance threshold that includes k elements (Section 1.1), then use Yao’s
circuit evaluation / secure comparison approach [7] to determine if each object’s global score is above or below that
threshold without either site learning the global score.
The algorithm does place restrictions on the scoring
functions; the score function must be expressible as a sum
of locally computed functions. Fortunately, most common
distance functions meet these restrictions, in particular the
Manhattan and Euclidean metrics used in [2]. (We need not
compute constant factors, square roots, etc.; since we only
need a rank and not the actual distance score.)
Correctness follows from the correctness of Fagin’s A0
algorithm, assuming that the component protocols are correct. Note that any two parties can collect the random shares
of scores; the only criteria is that all parties must trust that
these two will not collude to violate privacy.

other secure comparison to ﬁnd out if the total of these sums
is greater than k; if so, the estimate is too high. (At the same
time, a comparison is done returning shares of 1 if the score
is less than the guess; if the sum of these exceeds k, the
guess is too low.) Based on the results, the guess is raised
or lowered. Within log |F | rounds a threshold is found.

2. Summary
The primary contribution of this paper is a secure method
for doing top-k selection from vertically partitioned data.
This has particular relevance to privacy-sensitive searches,
and meshes well with privacy policies such as k-anonymity.
We have demonstrated how secure primitives from the literature can be composed with efﬁcient query processing algorithms, with the result having provable security properties.
There remain many open problems in developing secure solutions based on efﬁcient non-secure query processing algorithms. The paper also shows a trade-off between efﬁciency
and disclosure (i.e., the candidate object set.) It is worth exploring whether one could have a suite of algorithms (or a
conﬁgurable algorithm) to optimize these tradeoffs, e.g., algorithms that guarantee k-anonymity with efﬁciency based
on the choice of k rather than the (often expensive) guarantees of Secure Multiparty Computation.

1.1 Finding the k th element
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